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Saverity High ~
Vulnerability General Overview
Access control, also called authorization, & a security measure that makes resources available to wsers that shauld have access to
those rescurces and denies access to users wha should not hawe access. For axample, a user may access a secure web application
and authenticate thamselvas by logging in. After authentication, whan the wser tries to access a resowrce, tha acoass contred
policy checks whether the user is avthorized to use the reguested resource.

Potential Impact

Broken access control occurs when an issue with the access control enforcement allews a user to perform an action autside of the
usar's limits. For example, an attacker may be able to exploit a flaw in an application with the intention of gaining elevated access
1o a protected resourcs to which they are nat entitled. As a result of the privilege escalation, the attacker can perfonrm
unautharized actions. If applicable, the actual impact of this sulnerabiity can be found in the steps to reproduce section of this
rapart.

Steps To Reproduce

L Login to hitps-isample.com/ as a Low-Privilege user with only “View" pesmissions for all functionalities.
2 Browse to “Settings” - “Edit settings”

& Chok *Edit” on arry existing user, adit the name and rale permissions, and save the changes.

4. Matice this action is swocessful via the following HTTP requaest:

Request
POST fapifdirectory/{IUID}/settingsfuser HTTP/Z
Host: sample.com

sanplel23glaninspectiv. com”, "nane”: "Samp e
status®:=1","data®:{"34": [1]}}

23123, "emal
'pas sward”

Response
HTTP,/2 288 0K
Date: Tue, 14 Jan 2825 @1:13:1F GNT

{"code": 208, "nessage" i "Permissions updated successfully"}

B Opena new brawser and kog in to the same merchant profile as the Admin wser.
B Browse to the sama “Sottings” location, and notice that the changes have been made by the Low-Privilege “View™ only user.
. Low-Privilege users can use this exploit to perfarm unavthorized edit actions to other users.

I I B Lati

* Except for public resources, deny by defauit.

* Implemant access cantrol mechanisms once and re-use tham throughout the application, including minimizing Cross-Origin
Resource Sharing (CORE) usage.

* Model access controls should enforoe record cwnership rather than acoepting that the user can create, read, update, or delete
any rescord.

* Uniqua application business limit reguirements should be anforced by domain models.

* Disabla web server dinectory Esting and ensure file metadata (e.g., .git) and backup files are not present within web roots.

* Log acosss control fadures, alort admins when appropriate je.g., repeated fadures).

* Rata limit AP| and contraller access to minimize the harm from sutomated attack tooling.

* Statedid session i ifiers chould be invalidated an the server after logout. Stateloss JWT tokens should rather ba short-Feed
so that the window of opportumity for an attacker is minémized. For lenger lived JWTs it's highly recommanded to follow the
‘OAuwth standards to revokes access.
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